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DETAILED ACTION 

1 . A request for continued examination under 37 CFR 1.114, including the fee set 
forth in 37 CFR 1 .17(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1 .17(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on 
02/28/2008 has been entered. 

2. It is hereby acknowledged that the following papers have been received and 
placed of record in the file: Amendment date 02/28/2008 

3. Claims 1-23, 28-52 and 56-58 are presented for examination. 

Response to Arguments 

4. Applicant's arguments filed 02/28/2008 have been fully considered but they are 
not persuasive. The examiner maintains his rejection that Pickup references still 
teaches limitations in claims 8-12 and 20-23. 

5. Applicant's argues the reference of Pickup does not teaches the following 
limitations: 

• Pickup des not teaches or suggest using the individual list to check whether a 
sender is included in a list of confirmed senders associated with any other spam filter in 
the network (Recipient whitefisl sends m lo 

eissf sender" P?ckup:Fig.l diamond i N si sender and 

>nt white r c < >ack check the S\ sfe i 

wide vvh:;v: sender ^ where N the recipient share authorizes ^ of users see F.o.i ). 
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• Pickup's recipients do not verify a sender message with Pickup's mail server 

* tv : v o N a v o n v ^ * 
operating, upon detection of an unauthorised electronic mail to send a request for 
• e fication > the sender c :ai - - lie rnaii :: i >: If [0045 

6. Applicant's arguments with respect to claims 1-7, 13-19, 28-52 and 56-58 have 
been considered but are moot in view of the new ground(s) of rejection. 

Oath/Declaration 

7. The applicant's oath/declaration has been reviewed by the examiner and is found 
to conform to the requirements prescribed in 37 C.F.R. 1.63. 

Claim Rejections - 35 USC § 102 

8. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1 ) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

9. Claims 8-12 and 20-23 are rejected under 35 U.S.C. 102(e) as being anticipated 
by Pickup (US 2003/01212791 A1). 

10. Regarding claim 8, Pickup teaches a method for identifying a spam message 
comprising: 

receiving a message at a spam filter in a network that includes a plurality of spam 
filters, each spam filter having an associated list of confirmed senders (sh s the sa % x 
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recipient \as a > « - a plurality o 

recipients share the same list of authorised senders" seepOiB;); 

Identifying the sender of the message (check she c^ c^ ^ a > \ 

message . \ F : sg 1 ) 

determining if the sender has been previously confirmed as a confirmed sender 
including: 

determining, using a locally stored list of confirmed senders (Recipient whitelist 
sender as local stored Sist of confirmed senders "Recipient whitelist sender" 
PickupiFig.1 diamond box Recipient whitelist sender),, if the sender is includes a list of 
confirmed senders associated with any other spam filter in the network (After checking 
the recipient white list senders then go back to check the System-wide white sender 
list where all the recipients share authorizes list of users see Fig.1 ); and 

if so, forwarding the received message to a recipient without separately 
confirming the sender in each spam filter (If the sender in the system-wide whitelist 
>e c j >t sender, the message will deliver email to recipient see 

Pickup: Fig.1 ). 

1 1 . Regarding claim 9, Pickup teaches the method of claim 8 wherein the messaging 
system is an email system ^ ^ N " N N ^ 

12. Regarding claim 10, Pickup teaches the method of claim 8 , \ comr. sing 

g ihe io > stofco ers asociatec vitl another spam filter 

(the recipient whitelist senders and with system wide-white list sender shared the same 
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authorized senders 'In an alternative form to this, a plurality of recipients share the 
same list of authorised senders" see Pickup: Fig.1). 

1 3. Regarding claim 1 1 , Pickup teaches the method of claim 8, wherein if is 
determined that the sender has not been previously confirmed (a system for authorising 
electronic maii sent by an unauthorised sender to a recipient see 1f[0035j), the method 



sending a confirmation to the sender (send a request for verification to six- 
sender of an unauthorised email see If [0039]); 

verifying a response from the sender (wherein upon receipt of the verification 
\ * \ er see ^[0040]); and 

if the response is acceptable, adding the sender to the locally stored list of 
confirmed senders (adding sender to recipient whitelist see Fig.1 and Fig.2 "the 

to the recipient" see ff[Q04G]} and sharing information with at least one other spam filter 

(shared ai > c sers with the system wide whitelist in the network see Fig.1 ) in the 
network, the information including information indicating that the sender has been 
confirmed. N a ^ , - N >. >. . v - ^ a o>n a > 

a rhonsed se d* s seefs0016]). 

1 4. Regarding claim 1 2, Pickup teaches the method of claim 1 1 wherein sharing 
Information with a? least one a \ spam fillers includes publishing the locally stored list 
of confirmed senders at a central location that can be accessed by other spam filters 
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(system-wide whiielist that can be access from all the recipients see Pickup: Fig.1 
System-wide whiteiist sender). 

15. Regarding claim 20, Pickup teaches a method for detecting spam in a messaging 
system comprising: 

generating a list of confirmed message senders , ^ 

^ ^ v v " <- \ . v \ N , ,. and maintaining the list 

(To automatically update the whiteiist, the recipient can utilise the automate updating 
mechanism see Pickup: If [0062]} at a data center (the mail server is located outside of a 
network associated with the recipient see Pickup: i|[0047j); 

receiving a message at a spam filter in a network that includes a plurality of spam 

filters(share the same list of authorized senders in each recipient "there are a plurality of 
recipients, and each recipient has a fist of authorised senders. In an alternative form 
to this, a plurality of recipients share the same list of authorised senders" see 
Pickup: P01 6]); 

verifying with the data center (request for verification to the sender of an 
o ed em \ on means operating, upon detection of an unauthorised 

electronic mail, to send a request for verification to \ sender of an unauthorised 
^ v ov> x e * by the spam filter x v e e v \ - 

unauthorised electronic mail sent to the recipient by reference to the whiteiist" see 
P;ckup: * P+ that the sender of the message is a confirmed message sender 

system-wld? si ; d and glo ■> >t see Picks. 1 , and 
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if s n v v > ^ s , forwarding the 

received message to a recipient without separately confirming the sender th #h st 

is modified io include the senders detaiis and the electronic mail is forwarded to the 
»o ^o- i\\ c V^'* «. 

16. Regarding claim 21 , claim 21 is rejected for the same reason in claim 2 as set 
forth hereinabove. 

17. Regarding claim 22, Pickup teaches the method of claim 20 further comprising 
sharing the list with at least two spam filters in the network woorm j ec e ts share 
the same list "there are a plurality of recipients, and each recipient has a list of 

a uhorj^vU senders. In an alternative form to this, a plurality of recipient 5 si \ » 
same list of authorised senders" seefl0016]). 

18. Regarding claim 23, Pickup teaches the method of claim 20 wherein if it is 



^[0035]), ; he method further comprising: 

sending, from the data center, a confirmation to the sender (forwarding a request 
v a verifying a response received at the data 

\ sender c aa " v^ans operating, upon detection of an 
iai o ad send a req as o \ ~ nation to the sender of an authorized 

email seef 0039]) 

if the response is acceptable, adding to the list of confirmed message senders a 
name associated with the sender(wherein upon receipt of the verification from the 
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sender, the whitest is modified to include the sender's derails arid the electronic; man Is 
v % N v a s - , and sharing information i udsng the *rm with 

other spam filters in the network (a plurality of recipients share the same list of 
authorised senders seefGQISj). 

Claim Rejections - 35 USC § 103 

1 9. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

20. The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1 , 148 
USPQ 459 (1966), that are applied for establishing a background for determining 
obviousness under 35 U.S.C. 103(a) are summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating 
obviousness or nonobviousness. 

21. Claims 1-7, 13-14, 33-44, 50-52 and 56-58 are rejected under 35 U.S.C. 103(a) 
as being unpatentable over Pickup (US 2003/0212791 A1) in view of Rounthwaite et al. 
(US 7,219,148). 

22. Regarding claim 1 , Pickup teaches a method for detecting spam in a messaging 
system v , ^ a io ^ a 

authonsed a ? sis a see abstract) comprising: 
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generating a white list of confirmed message senders N a - o a * u oS 

containing derails of a rer e cm'.- authorised senders see 1][0026]), each of said 
confirmed message senders being authorised to send messages as evidenced by prior 

ee a a - , - , , , , * - a a " a 

authorised senders and the electronic mail is forwarded to the recipient see|iG0i 1]); 

using the white list at a given one of the plurality of spam filters to determine if a 
sender of a received message has been previously confirmed ("the request for 
verification sent to the recipient can be forwarded only if received within a 

a a ! led time of the recipient sending a message to the sender. This wiii allow [he 
recipient to "match" requests for verification with emails that they have previously sent" 
see 10021]); and 

forwarding the received message to a recipient without separately confirming the 
sender if it is determined that the sender has been previously confirmed ("Where 
verification is received, the sender is added to the recipient's whitelist and further emails 

oro Ihe sent N , ered ;c : : a ie requiremen 

, ea r , ^ 

Pickup does not explicitly disclose distributing the white list among a plurality of 
spam filters in the messaging system. 

Rounthwaite teaches distributing the white list among a plurality of spam filters in 
the messaging system a , a x N N x s , N ^ ^ w 1 ^ 

on ail > i >0!T S poneiif 1 1 8 acr« ss 

participating internet service previders OSP), to the email or message servers, lo 
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individual email clients, to an update server, and/or to the central databases of 

e \ " ,o , ^ c \ N N N - a , N N Rounthwaite further provides 

the advantage of Users which are identified as spam-fighter are asked to vote on 
whether a selection of their incoming email messages is individually either legitimate 
mail or junk mail (see Abstract). 

It would have been obvious to one of ordinary skill in the art, having the 
teachings of Pickup and Rounthwaite before them at the time the invention was made to 
modify the method for detecting spam in a messaging system of Pickup to include (or to 
use, etc.) distributing the white list among a plurality of spam filters in the messaging 
system as taught by Rounthwaite. 

One of ordinary skill in the art would have been motivated to make this 
modification in order to update the spam filters for maintain purpose in view of 
Rounthwaite. 

23. Regarding claim 2, Pickup together with Rounthwaite taught the method for 
detecting spam according to claim 1 , as described above. Pickup further teaches 
wherein the messaging system is an email system (system for authorizing electronic 
maii see Pickup: 10001]). 

24. Regarding claim 3, Pickup together with Rounthwaite taught the method for 
detecting spam according to claim 1 , as described above. Rounthwaite further teaches 
wherein distributing the white list includes distributing \ white list with at least two 

spam filters (disulbute the new ,- to indiv-Juu; en-aii no ^ The new filter 116 can be 
disiribuleo on an ongoing basis by a distnbuhon component MS across participating 
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^ 0 0 , S * v " " " V " --. U U " U - V , 

clients, to an update server, and/or to the centra; databases of individual companies" 
see Rounthwaite: col, 9 lines 7-11). 

25. Regarding claim 4, Pickup together with Rounthwaite taught the method for 
detecting spam according to claim 1 , as described above. Pickup further teaches 
wherein if the sender has not been previously confirmed (a >te r\ v a N a p 

electronic mail sent by an unauthorised sender to a recipient see Pickup: $[0035]), the 
method further includes: 

sending a confirmation to the sender (send a request for verification to the 
sender of an unauthorised emaii see Pickup: If [0039]); 

verifying a response from the sender (wherein upon receipt of the verification 
from the sender see Pickup: f[0040]); and 

if the response is verified, adding the sender to the white list at the given spam 
filter (the white! 1st Is modified to include the sender's details and the electro > a ^ a 

ent see *\>v, • d d and sharing the information associated 
with the added sender with other spam filters in the messaging system (In an alternative 
form jo shxs, a - a \ a - a a ds share the same list of authorised senders" see 
Pickup: H001 6]). 

26. Regarding claim 5, Pickup together with Rounthwaite taught the method for 
detecting spam according to claim 1, as described above. Rounthwaite further teaches 
wherein distributing includes publishing the white list at a central location d 

distributed to a centra! database The new inter 1 16 can be distributed on an ongoing 
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basis by a distribution component 118 across participating Internet service providers 
P^r- v a o ^ a v - " a^ ' a * a 

and/or to the central databases oi individual comp aaes" see Px-ianaxvaite. col 9 uses 7- 
11). 

27. Regarding claim 6, Pickup together with Rounthwaite taught the method for 
detecting spam according to claim 1, as described above. Rounthwaite further teaches 
further comprising maintaining the white list at a central location wherein using the white 
list includes checking the white list maintained at a central location (the whitelist at the 
server will be automatic update and share with other recipients "To automatically update 
the whitelist, the recipient can utilise the automatic updating mechanism of the present 
invention" see Pickup: 1J[0062]). 

28. Regarding claim 7, Pickup together with Rounthwaite taught the method for 
detecting spam according to claim 1 , as described above. Rounthwaite and Pickup 
further teach wherein the if the sender has not been previously confirmed, the method 
further comprising: 

sending a confirmation to sender > ^ a , N ^ ^ ■* * V 1 ^ " a ^ 

an unauthorised a »<i see Pickup: ffl0039]); 

verifying a response from the sender a a , a ^ a ^ a a :ne verification from 
\ . ^ ^ . s , and 

if the response is verified, adding the sender to the white list 3 N at a 
central location a a * - ^ ^ N N 

atresia n > fo ded tc c < that is distributed 
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among the plurality of spam filters m a . - \ a ; s a •, ^ 

"The new filter 1 16 can be distributed on an ongoing basis by s distribution component 
118 across participating internet service providers (ISP), io the email or message 
servers, to individual email clients, to an update server, and/or to the central databases 
of individual companies" see Rounlhwaite: col. 9 lines 7-11). 

29. Regarding claim 13, Pickup teaches a method for identifying a spam message 
comprising: receiving a message at a spam filter in a network that includes a plurality of 
spam filters, each spam filter having an associated list of confirmed senders: Identifying 
the sender of the message; determining if the sender has been previously confirmed as 
a confirmed sender including: determining, using a locally stored list of confirmed 
senders (Recipient whitelist sender as local stored list of confirmed senders 
"Recipient whitelist sender" Pickup:Fig.1 diamond box Recipient whitelist sender), if the 
sender is includes a list of confirmed senders associated with any other spam filter in 
the network (After checking the recipient white list senders then go back to check the 
m,^, v. ,p>. - - m sender list where all the recipients share authorizes list of users see 
Fig.1 ); and if so, forwarding the received message to a recipient without separately 
confirming the sender in each spam filter (If the sender in the system-wide whitelist 
% s cm v , ^ ^ a v c ^ . a ccsae 

ck p l g ) Pickup further teaches maintaining the locally stored list i'\^c v - ^ v 
lis? see Pickup- Fig i > of confirmed senders at a central location \ mi a N "e ^ 

v N c ss \ - * a . x * . :7j) and 

determining if the sender has been previously confirmed (the whitelist at the server will 
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be automatic update and share with other recipients "To automatically update the 
whitelist, the recipient can utilise the automatic updating mechanism of the present 
invention" see U[0062]). 

Pickup does not explicitly disclose including checking other locally stored lists of 
confirmed senders associated with other spam filters at the central location. 

Rounthwaite teaches including checking other locally stored lists of confirmed 
senders associated with other spam filters at the central location ( ,\\ e a t 5 
distributing over the network and use this new filter to ail the other spam filters at the 
central location (system-wide list) "The new filter 116 can be distributed on an ongoing 

by a distribution component 118 across participating internet service ovk ; 
(ISP), to the email or message servers, to individual email clients, to an update server, 
and/or to the central databases of individual companies" see Rounthwaite: col. 9 lines 7- 
11). 

It would have been obvious to one of ordinary skill in the art, having the 
teachings of Pickup and Rounthwaite before them at the time the invention was made to 
modify the method for detecting spam in a messaging system of Pickup to include (or to 
use, etc.) including checking other locally stored lists of confirmed senders associated 
with other spam filters at the central location as taught by Rounthwaite. 

One of ordinary skill in the art would have been motivated to make this 
modification in order to enhance spam filtering in view of Rounthwaite. 

30. Regarding claim 14, Pickup together with Rounthwaite taught the method for 
detecting spam according to claim 8, as described above. Rounthwaite and Pickup 
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further teach wherein if the sender has not been previously confirmed, the method 
further comprising: 

sending a confirmation to the sender (send a request for verification to the. 
sender of an unauthorised email see Pickup: f [0039j); 

verifying a response (wherein upon receipt of the erific \ fro >enc 
ex a <\.v v \and 

if the response is acceptable, adding the sender to the locally stored list; and 
distributing the locally stored list among the plurality of spam filters a , 1 o me "vw 
* x .v- \ - iduai email clients 'The new filter 116 can be distributed on an ongoing 
h;«si c » by a distribution component 118 across participating internet service providers 
(ISP), to the email or message servers, to individual email clients, to an update server, 
and/or to the central databases of individual companies" see Rounthwaite: col. 9 lines 7- 
11). 

31 . Regarding claim 33, Pickup teaches a method for filtering spam in a messaging 
system (method of authorizing electronic mail sent by a sender to recipient see abstract) 
comprising: 

confirming that a message sender can receive one or more messages (Send 
vesication request back to sender block see fig.1); 

using said information at a given one of the plurality of spam filters to determine if 
a message should be^ \ « 1 " s \ u a without separately determining 
whether the message sender can receive o a s , ^ - - <. N N a s a <. i 
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, v v 3< ,0 is niodified l xJude me senc ; 

details and the electronic mail is forwarded to the recipient see fT0G40]). 

Pickup does not explicitly disclose distributing information indicating that the 
message sender can receive one or more messages among a plurality of spam filters in 
the messaging system. 

Rounthwaite teaches distributing information indicating that the message sender 
can receive one or more messages among a plurality of spam filters in the messaging 
system (distribute the new filter to individual email clients and update * 

email or message servers, to individual email clients, to an update server, and/or to the 
central databases of individual companies" see Rounthwaite: col. 9 lines 7-1 1 ). 

It would have been obvious to one of ordinary skill in the art, having the 
teachings of Pickup and Rounthwaite before them at the time the invention was made to 
modify the method for detecting spam in a messaging system of Pickup to include (or to 
use, etc.) distributing information indicating that the message sender can receive one or 
more messages among a plurality of spam filters in the messaging system as taught by 
Rounthwaite. 

One of ordinary skill in the art would have been motivated to make this 
modification in order to update the spam filters for maintain purpose in view of 
Rounthwaite. 
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32. Regarding claim 34, claim 34 is rejected for the same reason in claim 2 as set 
forth hereinabove. 

33. Regarding claim 35, Pickup together with Rounthwaite taught the method for 
detecting spam according to claim 33, as described above. Pickup further comprising 
confirming at a first spam filter in the system that a sender of a message can receive 
messages ( N ^ ^ v o o ^ v o ^ , - 

send a request for verification to the sender of an authorized email" see Pickup: 
10039]). 

34. Regarding claim 36, Pickup together with Rounthwaite taught the method for 
detecting spam according to claim 35, as described above. Pickup further comprising 
receiving the message at a second spam filter [i ctronlc essage eceived < she first 
system-wide filters (Whitelist and blacklist) and process to recipient filters (white! ist and 

35. Regarding claim 37, Pickup together with Rounthwaite taught the method for 
detecting spam according to claim 33, as described above. Rounthwaite further teaches 
distributing information developed by the first spam filter with one or more other spam 
filters in the messaging system (distribute the new filter to individual email clients "The 
su-v. sHU-i : o ,v r 1 : s ^ jled on an ongoing basis by a distribution component 118 

- ^ , 0 0 ^ N O , v i \ C^ cO 0 " ^ 

s - . i clients jnd/or to the central databases of 

€ a es 11). 



Application/Control Number: 1 0/623,1 1 2 Page 1 8 

Art Unit: 2146 

36. Regarding claim 38, Pickup together with Rounthwaite taught the method for 
detecting spam according to claim 37, as described above. Pickup further comprising 
distributing the information with a data center the mail sc s located outsk 

network associated with the recipient see Pk kup * 004 ']) and thereafter allowing 
access by each of the spam filters in the messaging system to the information (share 
the system-wide white! ist with ai! other recipients in the network see Pickup. 1|[00i 6]). 

37. Regarding claim 39, Pickup together with Rounthwaite taught the method for 
detecting spam according to claim 33, as described above. Pickup further teaches 
wherein the information is maintained in a list that includes one or more confirmed 
message senders ("there are a plurality of recipients, and each recipient has a list of 
authorised senders" see Pickup: ^[00 16]). 

38. Regarding claim 40, Pickup together with Rounthwaite taught the method for 
detecting spam according to claim 39, as described above. Rounthwaite further teaches 
wherein the list is distributed among with a plurality of the spam filters in the messaging 
system (distribute the new filters to individual email clients/central databases of 
individual companies "The new filter 116 can be distributed on an ongoing basis by a 
distribution component 1 18 across participating internet service providers (ISP), to the 

- v v „ , - , ^ » ^ e - e u u u v u- u- \ 

central databases of individual companies" see Rounthwaite: col .9 lines 7-11). 

39. Regarding claim 41 , Pickup together with Rounthwaite taught the method for 
detecting spam according to claim 39, as described above. Pickup further teaches 
wherein the list (System-wide whiieiist see Pickup. Fig.1) is maintained by a data 
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center , , e ^e N - e , N , s •, v - -v N N - N 

" , N accessible by the spam filters in the messaging system (share the 

system-wide whiteiist with a!i ether recipients in the network see Pickup: 117001 6j). 

40. Regarding claim 42, Pickup together with Rounthwaite taught the method for 
detecting spam according to claim 41 , as described above. Rounthwaite further teaches 
distributing the list with a plurality of spam filters in the messaging system ;c st )ute the 
new filters to individual email clients/central databases of individual co s ^ x > The 
new filter 116 can be distributed on an ongoing basis by a distribution ee * 

across participating internet service providers (ISP), to the email or message servers, to 
s \ s e " clients, to an update server, and/or to the central databases of 
\ vid - n >anies" see Rounthwaite: col .9 lines 7-1 1 ). 

41 . Regarding claim 43, Pickup together with Rounthwaite taught the method for 
detecting spam according to claim 37, as described above. Pickup further teaches 
maintaining a copy of the list at one or more of the of spam filters in the messaging 
system * eep epdate in the system-wide whitelist "continuously updating a list 

o e j( s to filter unwanted electronic mail" see Pickup: 1f[0027]). 

42. Regarding claim 44, Pickup together with Rounthwaite taught the method for 
detecting spam according to claim 37, as described above. Pickup further teaches 

associating a passcode with one or more of the confirmed senders in the list, and 
verifying a message received from a sender in the list including verifying the 
passcode specified by the sender , s - s - s \ v. ,-e ,\ e ee ^ N 
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"utilise a request for verification where that request includes non-machine readable 

S\ ^ 0 " " V , V V " " " 

43. Regarding claim 50, Pickup teaches method for filtering spam, confirming that a 
message sender can receive one or more messages (Send verification request heck \o 
->o s 1 e vC\ , \ e v sharing information indicating that the message sender can 
receive one or more messages among a plurality of spam filters in the messaging 
system (a plurality of recipients share the same list of authorised senders" seef)G16]}. 
using said information at a given one of the plurality of spam filters to determine if a 
message should be sent to an intended recipient without separately determining 
whether the message sender can receive one or more messages. Pickup further 
teaches correlating sender-recipient data at a spam filter in the messaging system and 
determining a list of unacceptable senders using the sender-recipient data and the 
determined data (Blacklist see Fig.1); and sharing the list of unacceptable senders with 
other spam filters in the messaging system ^ ^ - v.ssh \\ she 

recipient "a plurality of recipients share the same list of authorised senders" seei|0016]}. 

Rounthwaite teaches determining data related to how fast a list of recipients 
grows for a given sender ->q spammer based on the limitations "there may be 

limitations on the nunvoer of messages selected per use" or per user per time period, or 
< ^ v- e \- s , e sele «j essac from any given user. Without such limits, a 
spammer could create an account" see col. 6 lines 62-66). 

It would have been obvious to one of ordinary skill in the art, having the 
teachings of Pickup and Rounthwaite before them at the time the invention was made to 
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modify the method for filtering system of Pickup to include determining data related to 
how fast a list of recipients grows for a given sender as taught by Ref B. 

One of ordinary skill in the art would have been motivated to make this 
modification in order to determining whether the senders is spammer or not based on 
the statistics in view of Rounthwaite. 

44. Regarding claim 51 , Pickup together with Rounthwaite taught the method for 
detecting spam according to claim 33, as described above. Pickup further teaches 
maintaining a list of recipients for each sender of messages processed by a given spam 
filter (each recipient has a whitelist and blacklists "each recipient has a list of authorised 
senders" SeefG018j; Flg.1) . 

45. Regarding claim 52, Pickup together with Rounthwaite taught the method for 
detecting spam according to claim 33, as described above. Pickup further teaches 
maintaining the list of recipients for each sender at a data center ( white! k 

server will be automatic update and share with other recipients "To automatically update 

v. y can utilise the automatic updating mechanism of the present 
invention" see 10062]) 

46. Regarding claim 56, Pickup teaches a method for minimizing spam in a 
messaging system, , N v N % N ^ . 

of authorised senders see abstract), the messaging system including a plurality of spam 
filters ) the sec 

m ve v N N l»st e* 

authorised senders seeljOGiSj), the method comprising: 
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receiving a request from one of the spam filters in the messaging system to verify 
if a sender of a message is a confirmed sender, a confirmed sender being a sender 
having a verified capability to receive messages; evaluating a list of confirmed senders 

(confirmation and verification of confirmed user "identifying an unauthorised electronic 
mail, the unauthorised electronic mail being addressed to the recipient and originating 
from a sender whose details are not included on the white! ist, forwarding a request for 
verification to the sender, receiving verification from the sender and including the 
sender's details on the whiteiist" see If [0028-0030]); 

if the sender is not included in the list of confirmed senders , confirming the 
sender including providing a notification to the sender (Send verification request back to 
the sender see Fig.1 ) and 

upon receipt of a confirmation from the sender in response to the notification, 
including adding the sender to the list (forwarding a request for verification to the 
sender and receding verification from the sender and including the sender's details on 
i w i a c>t ^ * > 025-0026]); and 

notifying the one spam filter indicating whether the sender's status is confirmed 
(the plurality of recipients share the same list notify each other whether the sender is 
authorized user or not. "there are a plurality of recipients, and each recipient has a hst 
of authorised sendees. In an alternative form to this, a plurality of recipients share 
the sam@ list of author is d senders seel 0 S 

Pickup does not explicitly disclose distributing the sender's status with other 
spam filters in the messaging system. 
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Rounthwaite teaches distributing the sender's status with other spam filters in the 
messaging system v ^ ^ - ^ , 

can be distributed on an ongoing basis by a distribution component 118 across 

gating in t s « , ers - N ^ , N - ail o le; " < N s« N > a 
individual ema > - n v s v update server, and/or to th< .a - N ^ . a 
individual companies" see Rounthwaite: col. 9 lines 7-1 1 }. Rounthwaite further provides 
the advantage of Users which are identified as spam-fighter are asked to vote on 
whether a selection of their incoming email messages is individually either legitimate 
mail or junk mail (see Abstract). 

It would have been obvious to one of ordinary skill in the art, having the 
teachings of Pickup and Rounthwaite before them at the time the invention was made to 
modify the method for detecting spam in a messaging system of Pickup to include (or to 
use, etc.) distributing the sender's status with other spam filters in the messaging 
system as taught by Rounthwaite. 

One of ordinary skill in the art would have been motivated to make this 
modification in order to update the spam filters for maintain purpose in view of 
Rounthwaite. 

47. Regarding claim 57, Pickup together with Rounthwaite taught the method for 
detecting spam according to claim 56, as described above. Pickup further teaches 
wherein the step of confirming the sender is performed by a spam filter a as^ • \ a : 

have individual whiteiist ana black list "each recipient has a fist of authorised 
senders" sea Pickup: 10016]: Fig. 11 
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48. Regarding claim 58, Pickup together with Rounthwaite taught the method for 
detecting spam according to claim 56, as described above. Pickup further teaches 
wherein the step of confirming the sender is performed by the requesting spam filter 

verification message back to sender for confirmation see Pickup; Fig.1). 

49. Claims 45-49 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Pickup (US 2003/0212791 A1) in view of Rounthwaite et al. (US 7,219,148) 
and further in view of Brown et al. (US 2004/0034694 A1). 

50. Regarding claim 45, Pickup together with Rounthwaite taught the method for 
filtering spam in a messaging system in claim 33. Pickup together with Rounthwaite 
teach confirming that message sender can receive one or more message, distributing 
information with other plurality of spam filters in the message system, using said 
distributing information to determined if a message should be send to intended recipient 
without separately confirmation ' ^ ^ \ N ^ ved to the list of authorised senders 
and the electronic mail is forwarded to the recipient" see Pickup: 1f[0011]). Pickup 
further teaches wherein the information is maintained in a list that includes one or more 
confirmed message senders , , * - -o u^ 
a list of authorised senders" see F ± p $0016 x and associating a passcode with 
one or more of the confirmed senders in the list, and verifying a message received from 
a sender in the list including verifying the passcode specified by the sender N \ 
1P022]) 
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Pickup together with Rounthwaite does not explicitly disclose prompting a sender 
in the list to enter a passcode upon an occurrence of an predefined event. 

Brown teaches prompting a sender in the list to enter a passcode upon an 
occurrence of an predefined event (the process passes to block 808 which depicts [he 
client email application prompting the sender to enter a passcode for the intended 
recipient see Brown: |f[0053]). Brown further provides the advantage of recipient client 
email application, a determination is made regarding whether the passcode is included 
in the email (see abstract). 

It would have been obvious to one of ordinary skill in the art, having the 
teachings of Pickup through Brown before them at the time the invention was made to 
modify the method for filtering email system of Pickup and Rounthwaite to include 
prompting a sender in the list to enter a passcode upon an occurrence of an predefined 
event as taught by Brown. 

One of ordinary skill in the art would have been motivated to make this 
modification in order to provide security purpose in view of Brown. 
51 . Regarding claim 46, Pickup through Brown taught the method for detecting spam 
according to claim 45, as described above. Brown further teaches detecting that an 
email address associated with the sender has been compromised, c ^ ^ . ^ " c 
sender to enter the passcode thereafter (the process passes to block 808 which depicts 
the client email application prompting the sender to enter a passcode for the Intended 
recipient see Brown: f 0053]; Fig. 8 blocks 806-808), 
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52. Regarding claim 47, Pickup through Brown taught the method for detecting spam 
as described above. Brown further teaches receiving a pass code from the confirmed 
message sender; and verifying the pass code is included in the message prior to 
forwarding the message from the confirmed message the sender to l * e e- v 

recipient (sender's client email application inserting a pass-node directive that includes 
the recipient's passcode as the first Sine in the body of the email message and 
transmitting the email to the intended recipient see Brown: 1f[0A - ; " x no, 
812). 

53. Regarding claim 48, Pickup through Brown taught the method for detecting spam 
according to claim 47, as described above. Brown further teaches automatically adding 
the passcode associated with the sender at a time for transmission of a message from 
the sender in the messaging system (when sender compose an email message, the 
pass-node (save in sender address book see Brown: Fig. 8 block 806) will added to the 
email and transmit email to intended recipient see Brown: Fig.S) 

54. Regarding claim 49, Pickup through Brown taught the method for detecting spam 
according to claim 48, as described above. Brown further teaches providing a plug-in 
module for automatically adding the passcode, the plug-in module adapted to add the 
passcode prior to transmission to the messaging system (Features that added to adding 
the passcode to the normal err' ! program the; consider as plug in module see Brown; 
Fig.S and Fig. 10). 
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55. Claims 15-19 and 28-32 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Pickup (US 2003/0212791 A1) in view of Rounthwaite et al. (US 
7,219,148) and further in view of Goldman et al. (US 2005/0021649 A1) 

56. Regarding claim 1 5, Pickup teaches a method for detecting a spammer in a 
network that includes a plurality of spam filters, the method comprising: collecting 
information relating from a plurality of the spam filter (Identifying and intercepting an 
unauthorised electronic mai! before delivery to the recipient, the t s N 
mail being identified through a comparison of details of the sender with details 

- - -r ained on a list of authorised senders see Pickup: ^[[0009]). 

Rounthwaite teaches determining a trend in the collected information; and 
identifying a spammer based on the trend (determining spammer based on the 
■nit tio s tl e «. may be limitations on the number of messages selected per user or 



lines 62-66). 

Rounthwaite further provides the advantage of Users which are identified as spam- 
fighter are asked to vote on whether a selection of their incoming email messages is 
individually either legitimate mail or junk mail (see Abstract). 

Pickup together with Rounthwaite does not explicitly disclose collecting 
information relating to a sender. 

Goldman teaches collecting information relating to a sender x>liec ig < ic o ig 
message of the sender to determined whether is a spammer or not "If the sum total per 
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outgoing message exceeds some threshold amount then thai message and/or ihe 
respective sender can be flagged as a potential spammer" see Goldman: % [001 1]). 

It would have been obvious to one of ordinary skill in the art, having the 
teachings of Pickup Through before them at the time the invention was made to modify 
the method and system for detecting spam of Pickup to include collecting information 
relating to a sender as taught by Goldman. 

One of ordinary skill in the art would have been motivated to make this 
modification in order to improve spam-detecting system based on sender actions in 
view of Goldman. 

57. Regarding claim 1 6, Pickup through Goldman taught the method for detecting 
spam according to claim 15, as described above. Rounthwaite further teaches wherein 
collecting information includes collecting information relating to a number of messages 
sent by a sender to unrelated email addresses (there may be limitations on the number 
of ess f ed per user" see col. 6 lines 62-63). 

58. Regarding claim 1 7, Pickup through Goldman taught the method for detecting 
spam according to claim 15, as described above. Rounthwaite further teaches 
wherein determining trends includes correlating the messages received by an individual 
spam filter relating to a same sender (to detect as spammer based on the probability of 
seleenag a message N any given user see Rounthwaite: col .6 Sines 62-65). 

59. Regarding claim 18, Pickup through Goldman taught the method for detecting 
spam according to claim 15, as described above. Rounthwaite further teaches wherein 
identifying includes determining that a sender is a spammer if a number of messages 
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sent to unrelated email addresses exceeds a predetermined threshold (the 
disagreement vote ah based on individual user action to vote whether she message is 

ie numb dissgrc e is > ; \ ds es ok e v i 
s se^a: sso , v » * a ■> ^ a * va^ N -- ^ 

60. Regarding claim 19, Pickup through Goldman taught the method for detecting 
spam according to claim 15, as described above. Rounthwaite further teaches 
wherein the threshold is time dependent , - a e N N , ^ N \, a N 

N - * \ aa re *vid until receipt of a determined number of poll results similar to the 
n the same IP address or with similar content see Rounthwaite: coi.3 
line 67 - col. 4 lines 1-3). 

61 . Regarding claims 28-32, they are rejected for the same reason as claims 1 5-1 9. 
Pickup further teaches collecting information using data center (System-wide whitelist or 

v st ;hat hosting in the network for identifying the sender permission see 
Pickup: If [0064]). 

Conclusion 

The following prior art made of record and not relied upon is cited to establish the 
level of skill in the applicant's art and those arts considered reasonably pertinent to 
applicant's disclosure. See MPEP 707.05(c). 

The following reference teaches execution of trial data. 

• US 5,999,932 (Paul) teaches a system for eliminating unsolicited 
electronic mail generates and stores a user inclusion list including identification data for 
identifying e-mail desired by the user 
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• US 6,321 ,267 (Donaldson) teaches the system selectively accepts an 
electronic message sent from a sender through a remote host over a connection to a 
recipient at a server 

• US 2003/0236847 A1 (Benowitz et al.) teach a method of authorizing 
communications includes receiving a communication from a sender 

• US 2004/021 0640 A1 (Chadwick et al.) teach email senders may transmit 
emails over the internet to a mail server that handles emails for a plurality of users 
(clients) 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Guang Li whose telephone number is (571 ) 270-1 897. 
The examiner can normally be reached on Monday-Friday 8:30AM-5:00PM(EST). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Jeff Pwu can be reached on (571 ) 272-6798. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

May 23, 2008 
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Patent Examiner 
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Supervisory Patent Examiner, Art Unit 2146 



